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NodeJS
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(SX13023% ) mqtt(i—rfgir(‘j"grder (inside)

UDP MQTT Intergration
MQTT

BEWE ubuntu core R4, B apt BEESE, R ERBMHEI, TBITRESHANL,
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1. LoRaGW R lorawan 895930% 0, RBMREE . BW . REHKE.
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LoRaWAN Gateway LoRaWAN NS / Device Registration @ Engish 0 .
3 system

Device Entry
= Network W] il

£33 LoRaWAN GW
Application

B LoRaWAN NS
Device Profile

B ChipStack
—_— Single Device Entry
&8 Node-RED
x

DevEUI

sonype [N 4o

Name
APPKEY

Description

Batch Import Download Template | Import CSV

No. DevEU! Join APPKEY APPSKey NWKSKey DevAddr Name Description

) RETR 25 1E ChirpStack 16 Application 1 Device Profile.
TRFRN MG B T RS RS NISE
L ERINEEI L FERNR, FRRESEREIRE Y, &5 FHREE SN Z G IRARD .

A B c D E £ G H 1
DevEui  JoinType AppKey AppSKey NwkSKey DevAddr Name Description
001122334:0TAA 00112233445566778899AABBCCDDEEFF otaa-device
8899AABBC(ABP 00112233445566778899AABBCCDDEEFF 00112233445566778899AABBCC 01020304 abp-device

1
2
3
4
5
6

HERID RS, NEMSET T E

Bl an:

® OTAA AW AT EIAS DevAddr, NwkSKey, AppSKey

® ABP AMI AT EIHE AppKey

TIGHIB AT T, AREMER, 2810 =14770708 otaa M abp ZEHI/RG], RN EMH, I
AR IR B S

2.2.4 Node-RED

& LORaWAN Gateway  toce el T o aaaaa

Node-RED

FMR_AAMBREERASRNAE 6



255MG-701 £3EF it

ik calt

e

rigges

Node-RED 5 SCHF B AT A Tk — OF R TR o SCRpS Rl 2ROk Y 25 M DI fE »

2.2.5 REBHIPR

deh LORaWAN Gateway s | suse

HXiEE

P

W3R

WS R

@y LoRaWAN Gateway R g

¥ B D &
-

FMR_AAMBREERASRNAE 7



FLLEIMESH 255MG-701 R M

dh LORaWAN Gateway s | Eesii % ° nnnnn
O Reusiz
BFAER
o IEEX
B Node-RET
X @ =
Q sse
B wEas
EN-TE HBGh

2.2.6 BOER

WTBErR, EE TTL 2O, IREZLEODANHEIRF2—X M9, = TX f1 RX RXXEE,
B TX->RX,RX->TX, B LEXREEHE, EFEEHEH .

N\

RRbREREE

FMR_AAMBREERASRNAE



255MG-701 #03EF A
3. DheEN A

3.1 ZMREH

BEESFH I LERASH:

® WIFI STA

® Ethernet

® 4G

X=Fh ERAHAIERREB/M-RIME RS ELETH .

O AN BTG UREIRERE IP, BMANIMRHME;

® {i5E4k: Ethernet>WIFI STA>4G;

® MKEFRIBE: RELEIEENERN KD, MNERSSOBNETER,

3.2 LED R/~ TR
BRTIFEB RN T:
@ RF-LED: LoRaWAN BIRATFHEWERX, MKNER, KXNEX.
® RUN-LED:

& RAEE/SDN, LoRaWAN £f2XREz, |05, X057,

¢ ZBEBEN, LoRaWAN £i2EBDN, &

bl

o

® WIFI-LED:

& WIFI STAXBH, X

A

& WIFI STA¥KM$, Z05%, X058,

it

¢ WIFI STA iR, E=,

® 4G-LED: % 0.2 #, X 1.8 #; &FERRKRE,
¢ =18®, X02®, &F&H.
¢ = 0.125 ®, X 0.125 B AFEIBEFRE

3.3 HEEBFMEKEL) W&

1. fg i 1s, REHER
2. IR 5s, WEH) ®E

Pl
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4. NS

BIBRETULANS, 58: lora.ansitw.com, IP: 106.52.124.231
WEB iitbtit: 106.52.124.231:8080
B AL

CN470_0:106.52.124.231:1700

CN470_10:106.52.124.231:1704

EUB868:106.52.124.231:1701

[
o
[ J
® US915_0:106.52.124.231:1702
® US915_1:106.52.124.231:1703
® AU915:106.52.124.231:1705
® AS923:106.52.124.231:1706
® INB65:106.52.124.231:1707
ATHENE, RIRHT—IUEKS, IBTFI6eHNIHER:
WEB imititit: 106.52.124.231:8080
MAMKS: test@loragw.com
MIA M-S 283 test123456
Note:
1K SR AR E
2EAAVEKSEATN, THESTEBZAEER, FUERMERAZXRMIRSE SZSESMNIBEE
3.AL, BAEENE NS LHEENIVEHIE, BAXERARSE

FMR_AAMBREERASRNAE

255MG-701 #03EF A

10



5. NS XY

> {&E B UDP Packet-forward tMX 33 NS X MM B semtech &, 32 A S LoRaWAN

Gateway 5 NS Zja

o

5.1 %} ChirpStack

WTNERARY

& ChirpStack

LoRaGWTest

© Network Server

Add gateway

Tags  Metadata

@ regions
Name
© Dasnbosra
f09eSeffieddadc
R Users
Description
P APiKeys
B Device Profiles
- * Gateway 1D (EUIG4)
ot dinde

B Applications

Location

|+ |

& ChirpStack

LoRaGWTest

f09e9efffe0dbadc sateway i 103

© Network Server

@ Ragions
Dashbosrds

@ Dashbosrd

R Users
2024-09-12 23:56:21

B API Keys

B Device Profies 2024.00.12 28:56:21
2024.09-12 23:5619

B Applications
2024-09-12 23:5609
2024.08-12 25:56:04
2024-09-12 23:56:00
2024.08.12 23:5585

2024.09-

2024-09

12 235551

12 235541

5.2 X TTN

EESEISEIN

Configuration

f03eDeffie0dbadc

Od6ad

TLS certificate WAN trar

& UnconfirmedDataDown
@ ConfirmedDataUp
@ UnconfirmeaDataDown

ConfirmedDatalp

Devidar

Devadar

Devidar

Devagar:

Sevigdr

Devagar:

Bevadde:

Devagar:

Devasar

oacon1n

oacob169

oacob16H

oacohies

oacobias

oacoe1se

oactbie

aacouise

oaconin

ws . ¢ @

DevEUl: TablaSTectessass

DeVEUT: 7O0b3457e00055425

* Stats interval (secs)

30

Gatensy ID: FBSedeffieaaiac

Gateway T0: FDieSeriienitace

?

’

Downioad
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e rawos stac ewiaye 5 g
WO Do [ Gateways > Register gateway

e

Home

Register gateway

Learn more in our guide on (1] Adding Gatewsy.

Gateway EUI )

FO 9E 9E FF FE 6D 6A DC  Reset

Gateway DO *

f09e9efffe0dGadc

Gateway name

f09e9efffe0d6adc

Frequency plan( *

Register your gateway to enable data traffic between nearby end devices and the network.

China 470-510 MHz, FSB 1

+ Add frequency plan

Share status within network
Share location

in network O
® Resources i + 222014036713

MXE L%, UBIHMEER LT

W e e B

f09e9efffe0d6ade

Gateway overview

Home

General information

f09eefffe0d6ade
Gateway ID

Gateway overview Gateway EUI

Live data
Frequency plan
Location

Created at
Collaborators
D Mikeys Network settings

@ Generalsettings

Automatic updat

— D —
—

_—
I
P

Status location updates ©

Enforce duty cycle

b Network activity

Packets per data rate
® Resources i + 222014036713

£69e9e £ £ea06ade

F0 9E 9F FF FE 00 64 D

China 470-510 Mtz FS8 1

Sep 13, 2024 00:30:02

© Disabled

© Disabled

© Enabled

© Enabled

© Enabled

© Disabled

© Enabled

FMR_AAMBREERASRNAE

ckets per channel (24 days)
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in the same bar

+v
+v v &
@ Last activity 30 seconds ago » M 40 up / 0 down P+d
& Gateway status © NOC ~
30 day uptime © Rounditrip times (ms) ©
Unlock uptime graph No data available

This gateviy dossn't have recent
4 Upgrade now

play the roundtrip fime.

Connection stats ®

1 40 345ec ago No data available

W No downlinks yet This gateway does not have recent downlinks and

cannot display the duty

el wtization
e i g

® Connedton tated 7 minutes ago

#/ uop

® Location Map —



6.1 —IRFTKMLAR
RNEEARE ubuntu &4, B Lol EFN XA EASFRERS .

KRB ELRAE node-red. nodejs. python. gcc KB, BPEF XA AL, HAEBHE
Al, TARA@BMHTZIRAR

GCC R friFesiilt:
(134 | WPS ~X14]
arm-gnu-toolchain-11.3.rel1-x86_64-arm-none-linux-gnueabihf.tar

https://www.kdocs.cn/l/ca3lacsmndCT

ZRARNUREFTESEREEREHNE, JUBEE0HE SSH BRLSEFSE
BINBREZFIE:

P &:root

3 loragw

Chirpstack &=
BFP&: admin
8. admin

XF LoRaWAN ZB489 chirpstack EBH 891X, 1ESFE chirpstack o
XFLET1T, B55F

MQTT - ChirpStack open—source LoRaWAN® Network Server documentation

TYOT R EE R MQTT #:47 R AT json AR AT BIAUA ARG, i 58 XS lorawan &85
EFT

TRIF R Demo )

ansitw/701SecDev



https://www.kdocs.cn/l/ca3IacsmndCT
https://www.chirpstack.io/docs/chirpstack/integrations/mqtt.html
https://gitee.com/ansitw/701SecDev

FLLEIMESH 255MG-701 R M

TRIF AR AT 2 RFBHEN, BN 2 Demo

6.2 %1¥% LoRaWAN 33

£ LoRaWAN 8953, BB R ETHIE, ABEBWDR TR TITHIE, #HEEL NS #iT,
FEA, 333% LoRaWAN B E LR 233 # NS 898D .

6.21 417

MQTT - ChirpStack open—source LoRaWAN® Network Server documentation

{7 B PR i

PUIC I T IS ML U] T B L UL T LIS 11U U UL VA G Y WYL VIR T T

receive data from your device, you therefore need to subscribe to its MQTT topic. For debugging,

you could use a (command-line) tool like mosquitto_sub which is part of the Mosquitto MQTT MQTT

broker. MQTT quickstart
Events

MQTT quickstart Scheduling a downlir

Use + for asingle-level wildcard, # for a multi-level wildcard. Examples:

mosquitto_sub -t "application/APPLICATION_ID/#" -v # display everything
mosquitto_sub -t "application/APPLICATION_ID/device/+/event/up" —v # display only the u
4 »
Note:

e MQTT topics are case-sensitive
e The APPLICATION_ID can be retrieved using the APl or using the web-interface, this is not the
same as the AppEUI / JoinEuT!

Events

The MOTT integration exposes all events as documented by Event types. The default event topic is:
application/APPLICATION_ID/device/DEV_EUI/event/EVENT .

Scheduling a downlink

® iTi# application/+/device/+/event/+

® data BPOMEMTER, fH base6s BIBENTIIRIS LIRIRIGEIR

570

FMR_AAMBREERASRNAE 1


https://www.chirpstack.io/docs/chirpstack/integrations/mqtt.html

FLLEIMESH 255MG-701 R M

eq: E{TEE BIiTRA: application/# topic: application/7aaBa286-c592-4bcl-9479-

b8cabigfsscs/device/Bdafesrlenll 381/ event Sfup

"deduplicationId™: "e7&fesdd-cesa-4c15-a4b8-176228b48292",

"time": "2826-81-13T8B:15:83.931824228+80:88",

"deviceInfo": {
"tenantid";
"tenanthame

"@c5avecs-beT9-49f3-8745-8abaeblce77 ",
"CustomerTest”,

"applicationId”: "7aaga286-c592-4bcl-9479-b8csb3efssce”,
“applicationName®: "euS&s-test-zuw",

“deviceProfileTd”: "fecPe378-734f-433d-alce-118fesschaca”,
"deviceProfilename": "EUSEE OTAA CLASSA"™,

"deviceName": "EC sensor”,

“devEui”: "sdafeseleellzesi”,

“deviceClassEnabled”: "CLASS C",

"tags": {}

s
“devAddr”: "eeedcisf”,
"adr”: false,
et 3,
*font": 23;
“fPort™: 18,
"confirmed": true,
"data": "AQAKAAAANSAAAAAPVW==",
"rxInfo": [{
"gatewayId": "fesesefffeadefbs”,
T 45860,
"2026-81-13T88:18:03.725344212+06: 88",
"rssi": -g@,
"spr®: 12.@,
"channel”: 4,
"location": {},
"context™: "skinlw==",
"crcstatus": "CRC OK"

¥
1
"txInfo™: {
"frequency™: 267280000,
"modulation": {
"lora”: {
“bandwidth": 125eee,
"spreadingFactor”: g9,
“codeRate”: "CR 4 5"

1
"regionConfigId”: “"eufss"

HIEEEE HTRIEEEDE, BdateBEo BT E®E, HbactdEBnE=E HENFRREEE
'—
6.2.2 T

Scheduling a downlink

The default topic for scheduling downlink payloads is:
application/APPLICATION_ID/device/DEV_EUI/command/down ,

The Application ID and DevEUI of the device will be taken from the topic.

Example payload:

{
"devEui": "0102030405668768", // this must match the DEV_EUI of the MQTT
"confirmed": true, f/ whether the payload must be sent as con
"fPort": 18, f/ FPort to use (must be > B)
datat:i ™. ... // base&4 encoded data (plaintext, will be
"object": { // decoded object (when application coded
"temperatureSensor": {"1": 25}, f/ when providing the 'object', you can om
"humiditySensor": {"1": 32}
3
¥
4 3

[F#E, data #7 b2 base64 %ifd, object fEAIRE codec i, 120,

FMR_AAMBREERASRNAE 2



7. ChirpStack B94EF

7.1 Chirpstack faj/&

Chirpstack &— A HE ) LoRaWAN NS, & —Fh#i |72 N I FAH 16552 1 LoRaWAN NS.
HIF LoRaWAN &AL il Fry s B0 b e 4 T

7.2 #t A Chirpstack

a@aE@s

mith chirpstack logo Bk#% ¢ E Chirpstack

ChirpStack login

Hi chirpstack BJH P 4B RS HAT 5.
BN P 2 509
M F4: admin

. admin



FIISMESH
7.3 MFREAN

@ ChirpStack

CustomerTest
& Network Server
® Regions

@ Tenant
© Dashboard
A Users
£ AIKeys

[ Device Profiles.

8 Applications

& chirpStack

8 Apphications

1. Name W3EE(EZE 77, W5 Gateway ID M ;

Test / Gateways

255MG-701 B Tt

’

Add gateway

Gateways
- T ——
’
Add gateway

Gateway ID (EUi64)

2. Gateway ID &l Gateway ID $HiE LRI 7]

3. 5 R IR B VU Ry R A Submit $252BIAT

Note:

1. R Add gateway T BB TR IKEER, TR, WARE R E S 7 B i JToiEER -

https://permanently-

removed.invalid/YOZkNV).

7.3.1 EFNXHIE

FMR_AAMBREERASRNAE

e Only secure origins are allowed (see:

X
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@ ChirpStack
CustomerTest
Gateways
© Network Server Gateways
© Dashboard
Last seen Gateway ID Name

@ Tenants
P i = Online 2026-06-16 11:02:05 AS923-ZW
£ APl Keys = Offline 2026-06-10 19:16:57 b1b553e60156c414 EUB68-test
B Device Profile Templates

* Online 2026-06-16 11:02:00 109e9efffe0d6rbd EUB68-ZW
@ Regions

= Offline 2026-06-16 10:20:37 Tedbd4fifes0ccT8 LoRaGW_60cc78

nt

« Offline 2026-06-15 00:08:41 2a555a0000000000 lorawan_test
@ Dashboard
R Users * Online 2026-06-16 11:01:59 8cbfealffe09d5d0 neo_gw
£ APl Keys  Offline 2026-06-10 18:55:31 1 cdbd4fffe60chIc oubiaoGateway
B Device Profiles

= Online 2026-06-16 11:02:00 8679daecff8e003e VDTAS-GW1

* Offline 2026-06-13 14:05:08 aa123 y-01

@ Gateway Mesh

& Applications

rdi N E gateway J&, PI#:E] LoRaWAN Frames && M55 R AT I#HB

CustomerTest

AS923-ZW

AS923-ZW gateway id: Scbfeafffe03d514

© Network Server

© Dashboard

@ Tenants Dashboard  Configuration  TLS certificate | ~LoRaWAN frames
A Users
P APIKeys
B Device Profile Templates 2026-06-16 11:00:01 UnconfirmedDataDown Devaddr: Q1084588 DevEUL: Gateway I0:
@ Regions
2026-06-16 11:00:01 ConfirmedDatalUp DevAddr: 91084858
@ Tenant

2026-06-16 10:59:47 Gl Uncoriamer Dalat o DevAddr: 9003806  DevEUI: 8dafe6@101124801  Gatewsy ID: Scbfeafffed9ds1d
© Dashboard

A Users 2026-06-16 10:59:47 @ ConfirmedDatalp Peshigie SRR,

O APIKeys

2026-06-16 10:57:55 UnconfirmedDataDown DevAddrs 1546209 DeveUI: Gateway ID: 5c!

[@ Device Profiles
2026-06-16 10:57:55 ConfirmedDataUp DevAddrs 91588289

Gateways

@ Gateway Mesh 2026-06-16 10:56:32 @ UnconfirmedDataDown DevAddr: 91684838  DevEUL: Gateway ID:

B8 Applications
2026-06-16 10:56:32 @ ConfirmedDatalp Devaddr: 61684855

7.4 WAERAN

ANEEEES N=2D

1. BIE& &M Device Profiles, @i oA kit

2. QUL R EA Bk

3. IMRFBRIN, FANRBEL, EFEGER Device Profiles

7.4.1 BIZ Device Profiles

FMR_AAMBREERASRNAE

Region ID

25923

eu868

eus6s

us915_0

n470_0

us9’

na70_0

us915_1

cnaT

=
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B cnimstc G

Add device profile

CustomerTest

© Network Server

ral  Join(OTAA/ABF)  ClassB  Class.C  Codec Rely Tags  Measurements Select device-profile template
® Regions
* Nam
@ Tenant
Dashboard
2. Description
A Users
£ APIKeys
@ Device Profiles
= Gateways
Regior Region cont
8 Applications ? ? £}
£usse
MAC gional param;
LoR&WAN 1.03 A

* ADR algorithm

Default ADR algorithm (LoRa only)

Flush que + Expected uplink interval (secs)

[ @) 3600

Allow roaming Device-status request frequency (rea/day)

RIBRE O, EEEEMHBL. AMTT, Class BT

7.4.2 B Application

B chinsrack ’

Applications.
Shelcatens

Name Description

Device Profiles

Gateways

BeAt AR5, 1E chirpstack #1, ®&E 2% Application A ICHLRE—HEH]

7.4.3 ENEE

FMR_AAMBREERASRNAE 3
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B cnimstc &

CustomerTest ns / CNAT0-TEST

CN470-TEST application id: 1e55

2-0555-457c-aa4f-5|

© Network Server

® Regions

Multicast groups ~ Relays  Application configuration  Integrations

© Dashboard

A Users
Last seen DevEUl Name Device profile Battery
£ AIKeys
A — 2024-11-03 17:47:09 20c838f7e010101 20CBABFFFEO10101 OTAA-CNATO-CLASSA
= Gateways 1 A ®
Applications
! 2024-11-05 23:59:38 70b3d57ed005548A OTAA-CN470 =
Never 693621d30b1d72e4 mygg OTAA-CN470
2024-09-24 105826 otaza "
Never 1#10000437e5 sy test A
™ 10/ page
Add device
Device  Tags  Variables
* Name
Description
Y
* Device EUI (EUI64) Join EUI (EUI64)
MsB ] a MsB Cc a

* Device profile

Device is disabled () Disable frame-counter validation (&

Note:
1. FINRFETFEFA key 1, OTAA il ABP BERARFM key;
2. OTAA ¥ APPEUI(JoIinEUI) 82 BE3C, FrPART AASFHZRA.

7.5 BEHIE
7.5.1 EFMXHE

FMR_AAMBREERASRNAE 4
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N .
C2 ) ChirpStack
CustomerTest Tenants / CustomerTest / Gateways
& Network Server Gatenierys
@ Regions
Last seen Gateway ID Name
« Offine 20281022 104653 109e9efife0d7 154 123
© Dashboard
« Offine 2024-10-11 09:58:24 2255530000000000 a
R Users
O APIKeys « Offline 2024-10-28 13:00:55 1 1
e Profiles
B e ¥ e 2024-11-13 000626 :’ 03e9efife0d6adc
+ Online 2024-11-13 000635
8 Applications
« Offine 2024-10-29 09:13:00 Sefife0d713e 13e
Never seen 109e9efife0d7159 109e9efife0d7159
+ Offine 2024-11-05 16:1451 f09e9efife0Tbec f09e9efife0c7bec
« Offine 20241103 19:46:33 «
« Offine 2024-10-29 1132553 s
ants / CustomerTest f09e9efffe0dbadc
f09e9efffe0d6adc gateway id: f09eSefifeddade
Dashboard Configuration TLS certificate LoRaWAN frames
2024-11-07 00:34:41 @ UnconfirmedDataUp DevAddr: 01465F56
2024-11-07 00:34:37 @ UnconfirmedDataUp DevAddr: 01465F56
2024-11-07 00:34:36 @ UnconfirmedDataDown DevAddr: @1465F56  DevEUL: 118

2024-11-07 00:34:36

2024-11-07 00:34:19

a
a

LG vcoimedpauoonn
armmmT
L sconimeapsoonn
arzmm

@ UnconfirmedDatalp
2024-11-07 00:34:19 g
2024-11-07 00118:36 @
2024-11-07 00118:36 @

2024-11-07 00:18:25

2024-11-07 00:18:25

DevAddr: 91465¢56

DevEUL: B00800200001118

DevEUL: 003000006001118

Gatewsy ID: f89e0eFFfeBdbadc

DevAddr: @1343F2f  DevEUI: 110 || Gatewsy ID:
DevAddr: @1343F2f
DevAddr: @1343F2f | DevEUL: 110 | | Gateway 1D:

DevAddr: 81343F2f

UL AR I EAE N M QU (R IR EE T DL D 1Y

7.5.2 EFTAHIE

& ChirpStack

CustomerTest

euB68-test application id: 72aBa286-c592-4bc1-9479-b8cBH30S5CH

& Network Server

® Regions
Devices  Multicast groups
@ Tenant
© Dashboard
R Users
Last seen
£ APIKeys

@ Device Profiles 2024-11-13 00:04:26

= Gateways

2024-11-13 00:06:38

2024-11-13 000231

2024-10-08 10:35:27

2024-11-13 00:06:32

2024-11-13

FMR_AAMBREERASRNAE

Device profile

OTAA-EUBE8-CLASSA

OTAA-EUBEE-CLASSA

OTAA-EUBE8-CLASSA

OTAA-EUBEE-CLASSA

OTAA-EUBE8-CLASSA

OTAA-EUBES-CLASSA

255MG-701 ¥4 Tt

Add gateway

Region ID Region common-name
e100 cnato
a10.0 cnato
cnato
25923 aso2s
atss euses
4700 cnaro
nd70.10 cnazo
e0.10 cnato
a10.0 cnato

@ >

10/ page

Delete gateway

H Download

Q 3

A test@loragw.com v

[T

Add device

Battery.

@ > (o
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& chirpStack

CustomerTest
& Network Server
® Regions

@ Tenant
Dashboard
A Users
£ APl Keys

@ Device Profiles

Gateways

B8 Applications

@ ChirpStack

CustomerTest
& Network Server
@ Dashboard
{2 Tenants
A Users
£ APl Keys
Device Profile Templates

@ Regions

E

Tenant

@ Dashboard

R Users

£ APIKeys

Device Profiles

= Gateways

CH4 Sensor devics eui bf03241108d00002

Dashboard

2024-11-13 00:04:26

2024-11-12 23:59:25

2024-11-12 23:54:18

2024-11-12 23:49:09

2024-11-12 23:44:09

2024-11-12 23:39:00

2024-11-12 2333:58

20241112 23:28:54

2024-11-12 23:23:50

2024-11-12 23:18:42

Configuration

OTAAkeys  Activation  Queue

Devadar:

L0 bcmesonotn
T
@ UnconfirmedDataUp
.

Devadar:
Devagar:

Devadar:

Devagar:

Devadr:

Devadar:

Devadar:

Devadar:

Devadar:

o1fes5c1

e1¢a6501

o1¢as501

o1¢as5c1

o1¢a6501

o1fessc1

o1¢a6501

o1¢assal

o1¢a65c1

o1¢a6501

Deveur:

Deveur:

Deveur:

Deveur:

Deveur:

Deveur:

DeveuL:

Deveur:

Deveur:

Deveur:

qytestdevice device eui 0080e1150530669%

bra3241108000002

ore3201108000002

b7a3241108000002

bra32e1108000002

ore3201108000002

bra3241108000002

bre3201108a00002

bra3241108000002

bra3241108000002

ore3201108000002

Dashboard ~ Configuration ~ OTAAkeys  Activation
1 2025-07-25 15:27:19
Link metrics Device metrics
Received
25
20
15
10
5
0
R I A AT A 4
FIFT I IIT I S FFgy

%

=

255MG-701 B Tt

8cbfeafffe09ccb0

qytestdevice

R SR AR

000001 gytest

oA S B8 A D
Py e
ST

7f Events 1 LoRaWAN frames H#8m LG 28 &1 L FT78#E, H+ LoRaWAN frames
ERMESERLG, SREBIEETLLESR], S5 ADR % Mac Commnad #87] LLE 2.

Note:

1. A Chirpstack &7 R AR ERIBITERE ML M TR ADR Z18F 1 1 ChannelMask, FrAIngR M
M EMEERORERIASS—H, SFECTSPBEBRTEBRBTR, N FBOBMHLE.

7.6 B¥E T

FMR_AAMBREERASRNAE
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CustomerTest Tenants / CustomerTest / Applications / 0703_02Test / Devices / A111
AT11 device eui: aabbccdd00000001
& Network Server
© Dashboard
Dashboard  Configuration Activation | Queu Events LoRaWAN frames
@ Tenants
R Users

O APIKeys

@ Device Profile Templates Confirmed FPort: 1 s encrypted ®:

@ Regions
HEX  BASEB4  JSON

@ Tenant

@ Dashboard
A v i

P APl Keys

[ Device Profiles

P Gateweys D Pending Enaypted  Frame-count ter Confirmed  FPort Data (HEX)

B8 Applications

FEME PR AL BIR S HRE, S enqueue, NS 20K FATEURB AN, 2R HR4E N AR EEAT T A
IRYZ 1 R CLASS KA

- Class AR, NS 2AEREH LATEIEM R EUE T T %

- Class C &%, NS 2 HIEME RX2 NR#WE, SR

- FPort: 252l TCP/IP () Port, NS A2 n] LLilE Port Sk X 43 AN [6] (I EdB 25 1
-Confirmed: B2 5 AR

7.7 MQTT Xk EMT

%% 6.2 X1 LoRaWAN iz

7.8 chirpstack-rest-api *$

P Viial chirpstack e k55451 8090 i I, 4 http://192.168.168.1:8090, wJLAE F api
U, UL Swagger Ul, Z5 7 EAHTH I AP

AP TR R U L #EAT I t
TERAPI 5B, SR EHE APIKEY, 75

FMR_AAMBREERASRNAE 7
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&3 ChirpStack

ChirpStack-default
1/ APl Kays

& Network Server API keys
@ Dashboard

@ Tenarts

R Users

P APiKeys

B Device Profile Tempiates

@ Regions

@ Dashboard
R Users

Device Profiles
= Gateways

& Gatewsy Mesh

8 Applications

SZPR ) key A Bearer <API TOKEN>

255MG-701 ¥4 Tt

2 A 454626653@qacom V-

Action

&2

API #] tenantld,

ApplicationService ~
m /api/applications Getthelistofapplications. ~ B
Name Description

+ ($inte) MaX nUMber of applications to return in the result-set.
If not set, it will be treated as 0, and the response will only return the total_count.

10
offset
intaser (sinssay Offset in the result-set (for pagination).
ey
0
search
L If set, the given string will be used to search on name (optional).
)

€2 gmH Qs WnHE ©BE

tenantld

string

Tenant ID to list the applications for.
e

52f14cd4-c6f1-4fbd-8f87-4025e1d49242

Clear |

Responses

7t tenant & TUA] LUIRERE], chirpstack 28102 i 4244,

AR EI 25

FMR_AAMBREERASRNAE

Response content type | application/json v

R 2 I BB AL 9 1D A REIE
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&S ChirpStack

ChirpStack

ts / ChirpStack

© Network Server

(=]

@

AR

fe)

]

®

ChirpStack  tenant ici[52f14cd4-c6f1-4fbd-6187-4025e1d49242

Dashboard

Tenants Dashboard  Configuration
Users

Active devices Active gateways
AP Keys

Device Profile Templates

Regions

@ Ten:

ant

a

AR

fe)

)

&

Dashboard
Users

Gateway map
APl Keys
Device Profiles

Gateways

Gateway Mesh

Applications

7.9 H¥%
7.91 HENERSZE

&3 chirpstack

ChirpStack

o

@

A

©

=]

®

(]

»

=

4

L

app!

& MNetwork Serve appl

Dashbaard

Tenants "

Application configuration  Integratians

Users

APIKeys

Device Profik Last seen DevEUl Name Device profile

Regions

Dashboard

Users

APIK

Device Profiles

Gateways

Gateway Mesh

FMR_AAMBREERASRNAE
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Device data-rate usage

Tags
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& chirpStack a (=

multicasel
4ch3afa3a Delete mulicast-group.

ChirpStack

© Network Server multicasel muttica
© Dashboard

@ Tenants Devices  Gateways  Configuration  Queue

A Users
 Multcast-group name.
£ APlKeys
multicase
@ Device Profiles
Multicast address

® Regions
N 11229344 c a
@ Tenant
Multcast network session key
© Dashboard 7151078 aed2a05{TLIE0RGE 530 c a
R Users
Muiticast application session key
£ ARtkeys 2bTel51628aed2ababi 7156809cE 4£3c. c g
B Device Profiles
Region * Data-rate () * Frame-counter Frequency (Hz) ©
> =
= Gateways = % o 505300000
@® Gateway Mesh N
* Group type @ Class-B ping-slot periodicity Class-C scheduling type ©
R Applicstons Class-C Delay
=
192.168.3.53:8080/#/tenants/52f1 4cdd-c6f1-4fbd-887-4025e 1349242/ applications/703503d6-d53... v

ES S
1. CLASSC i@ A IZ Y RX2, Rl CLASSC HIBRIN NATHEIE, MUty 75 242 RX2
MZEIE

Tenants / ChirpStack / multicasel
multicasel multicast group i dcb3afa3a Delete muiticast-group.
Devices  Gateways | Configuration  Queue
Name DevEUl

% Device A1 Gateway 02 41 B T

FMR_AAMBREERASRNAE 10
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&> ChirpStack
multicasel multicast-group id: 212a37d8-d748-4cd2-bf31-dbbdcb3afasa
ChirpStack
O Network Server
B Basiboar Devices  Gateways  Configuration | Queue
@ Tenants
Enqueue
A Users
£ APIKeys FPort: | 1 Expires at (7
[ Device Profiles
HEX BASE64
Regions —
@ Tenant
A Users
£ APIKeys
@ Device Profiles Frames
FPort Data (HEX)
unter
= Gateway:
@ Gateway Mesh
Appli
e
A AL T R EE
7.9.2 MQTT T X HBHIRE
&b =R N Fm =3
(BLTIRER V1.1.15 AR L EA 2230 FF)
Topic

il %€ topic:

application/{application_id}ymulticast/{multicast_group_id}

i
application/a25210c1-2342-408a-b84b-8f9846251a17/multicast/26e341ba-d8e5-4d98-871d-5166e57b45a9
Vi

® application_id WZiZH#EHTE Application ) UUID.

® multicast_group_id 22 HFRAFELALE UUID.

ZAL RS E enqueue, AN3ZFE flush. list s Al multicast & FEHE{E.

Payload #Zii;& JSON, #3X5 REST APl 1 EnqueueMulticastGroupQueueltemRequest
{

"queueltem": {
"multicastGroupld": "26e341ba-d8e5-4d98-871d-5166e57b45a9",
"fPort": 10,
"data": "AQIDBA=="
}
}

TR

FMR_AAMBREERASRNAE 11
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® queueltem: MWIH,

® queueltem.multicastGroupld: 3, HAZ15 topic #H {multicast_group_id} 5¢4—

.
® queueltem.fPort: WIH.
® queueltem.data: AH, WAUE base64 Hihid G ik i EdE -
® queueltem.expiresAt: nJik, %X~ RFC3339 Hf[fF4FH .

# expiresAt 7R

{

"queueltem": {
"multicastGroupld": "26e341ba-d8e5-4d98-871d-5166e57b45a9",
"fPort": 10,
"data": "AQIDBA==",
"expiresAt": "2030-01-01T00:00:00Z"
}
}

1T RV
® MQTT WEJG, ChirpStack 34T LA AR5

topic " application_id 44k UUID.
® topic "' multicast_group_id @22 A% UUID.
® payload “4iEAE JSON.

® queueltem UHFFELE.

® queueltem.multicastGroupld #%Zi5 topic ) multicast_group_id —%i.
® IR application_id %415 topic HH application_id —%L.
® data LAUE A baseb4.

payload size W2 AL 2417 multicast MAC / RP & I HIEK FATKERR # .
WA, HESE A HEABNZHE, ¥ multicast queue.

7.10 Pl N A= %
W 2.2.3.3 ERHINZE
(HEFE 1119 FRA DL BB R

FMR_AAMBREERASRNAE 12
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